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1 Key Overview 

1.1 Introduction 

Dynamic Frequency Selection (DFS) is a technical mechanism that enables wireless local 

area network (WLAN) devices to coexist with radar systems in the 5 GHz band. Formally 

defined in the IEEE 802.11h-2003 standard, it is intended to address spectrum sharing 

between WLAN devices and primary services in the 5 GHz band, such as weather radar, 

military radar, and satellite communications. 

The core functions of DFS include three aspects: 

• Radar signal detection: The device can sense in real time whether radar signals are 

present on the current channel. 

• Automatic channel avoidance: Once radar is detected, the device vacates the 

channel within the specified time to yield spectrum to the radar system. 

• Non-occupancy memory: A channel on which radar has been detected is subject 

to a 30-minute non-occupancy period, during which it is prohibited from being 

reused. 

1.2 Background 

Compared with the 2.4 GHz band, the 5 GHz band features less co-channel interference and 

wider available channels, making it the primary band for high-bandwidth Wi-Fi applications. 

However, this band is not exclusively allocated to Wi-Fi. Well before the IEEE 802.11a 

standard was introduced, the 5 GHz band had already been widely used for critical public 

services, particularly weather radar, military radar, and satellite communications. 

These radar systems are classified by the International Telecommunication Union (ITU) as 

primary services and therefore have priority rights to spectrum access. When a 

meteorological station monitors weather variations using radar in the 5 GHz band, a nearby 

Wi-Fi access point transmitting high-power data in the same band may interfere with the 

radar’s reception of weak echo signals, degrading the accuracy of meteorological 

observations. Such interference affects not only commercial communication quality, but 

also public safety and the protection of national strategic resources. 

To balance commercial technological development with the public interest, national 

regulatory authorities, together with the IEEE, established mandatory rules. In September 

2003, the IEEE 802.11 Working Group formally approved the IEEE 802.11h-2003 standard, 

titled IEEE Standard for Information technology—Local and metropolitan area 

networks—Specific requirements—Part 11: Wireless LAN Medium Access Control (MAC) 

and Physical Layer (PHY) Specifications - Spectrum and Transmit Power Management 



Extensions in the 5 GHz Band in Europe. 

The following figure illustrates the spectrum and channel allocation of 5 GHz Wi-Fi. 

 

Alt text: The figure shows the main Wi-Fi channel groups in the 5 GHz spectrum (UNII-1 

through UNII-3) and their frequency ranges. UNII-2A (channels 52–64) and UNII-2C 

(channels 100–144) are DFS-required bands that are shared with weather and military radar 

systems. 

1.3 Key Terms 

The IEEE 802.11h-2003 standard explicitly defines the following key terms in Clause 11.6, 

“DFS procedures”: 

Term Full Name Standard Definition Function Description 

CAC Channel Availability Check 
11.6.3 Radar channel 

check 

Silent listening before use to 

confirm that no radar signal is 

present on the channel 

ISM In-Service Monitoring 11.6.5 Radar detection 

Continuous monitoring during 

operation to promptly detect 

radar signals 

NOP Non-Occupancy Period 
11.6.4 Channel move 

after radar detection 

The channel is prohibited for 

30 minutes to protect radar 

services 

CSA 
Channel Switch 

Announcement 

11.6.7 Channel 

selection and 

announcement 

Notifies associated stations to 

switch to a new channel in a 

synchronized manner 

1.4 Definition of DFS 

 



As explicitly defined in Clause 11.6 of the IEEE 802.11h-2003 standard, DFS is a set of MAC- 

and PHY-layer mechanisms used to detect and avoid interference with radar systems 

operating in the 5 GHz band. 

This mechanism applies primarily to the portions of the 5 GHz band that require spectrum 

management. Specific channel allocations vary by national and regional regulations. The 

table below illustrates typical channel groupings and DFS requirements in major regions 

worldwide: 

Band Category Channel Range DFS Required Typical Use 

UNII-1 36-48 No 
Standard Wi-Fi, no CAC 

required 

UNII-2A 52-64 Yes 
DFS channels; 60-second CAC 

required 

UNII-2C 100-140 Yes 
DFS channels; 60-second CAC 

required 

UNII-3 149-165 No 
Standard Wi-Fi, no CAC 

required 

Special note: In the European ETSI domain (European Telecommunications Standards 

Institute; primarily EU and EFTA member states), channels 120–128 are sensitive weather-

radar channels, and the CAC time requirement can be as long as 10 minutes (600 seconds). 

1.5 Purpose of This White Paper 

This white paper aims, from a technology R&D perspective, to systematically 

describe the standardized principles, core operating mechanisms, and key 

engineering implementation considerations of DFS. The specific objectives are: 

1. Provide a technical reference for R&D teams: Based on relevant clauses of 

the IEEE 802.11h-2003 standard, analyze DFS protocol specifications and 

implementation requirements. 

2. Build knowledge for technical support and sales teams: Help teams 

understand the opportunities and challenges introduced by DFS, and 

accurately address customer questions about technical causes of access 

latency, service interruption, and related issues. 

3. Set reasonable expectations for users: Explain how DFS affects network 

experience so end users can understand and accept the operating 

characteristics of DFS channels. 



This white paper is strictly based on industry-standard specifications and publicly 

available technical materials, and does not involve any company’s proprietary 

intellectual property. 

2 Key Technologies 

2.1 Basic Concepts 

The DFS mechanism involves a series of core components and standardized process 

terminologies. The following section introduces the basic concepts of DFS based on the 

definition in the IEEE 802.11h-2003 standard. 

2.1.1 Device Role Definition 

According to the 802.11h standard, the responsibilities of a device in spectrum 

management are determined by its role: 

Role Definition 
Typical 

Equipment 
Responsibility 

Master 

Equipment with full DFS 

capabilities, responsible 

for channel management. 

Wireless routers 

and access 

points (APs) 

Actively detects radar, performs a 

Channel Availability Check (CAC), and 

announces channel switching via 

management frames. 

Slave 

Equipment without 

independent radar 

detection capabilities, 

managed by the Master. 

Mobile phones, 

laptops, and IoT 

devices 

Uploads a list of supported channels 

during association and switches 

channels following the Master's 

Channel Support Control (CSA) 

instructions. 

 

If a device has both AP mode and Client mode (e.g., Repeater mode), its role will change. In 

AP mode, it has full DFS capabilities; in Repeater mode, it obeys the DFS management of the 

upstream AP, and the local DFS mechanism will be temporarily disabled. 

2.1.2 TPC Collaboration Mechanism 

DFS typically works with Transmit Power Control (TPC) to form the core of 802.11h 

spectrum management: 

 Power Cap Management: The AP announces the maximum permitted transmit power 

within its Basic Service Set (BSS) via beacon frames. 

 Capability Negotiation: Stations (STAs) report their transmit power capabilities to the 



AP during association, allowing the AP to determine the appropriate power cap for the 

BSS. 

 Interference Minimization: While ensuring link margins, transmit power is reduced as 

much as possible to minimize potential interference with satellites and other services. 

2.2 Technical Advantages 

The DFS mechanism brings significant technical advantages to network deployment, as 

shown in the figure below: 

 

Alt text: The figure shows the technical advantages that DFS technology brings to network 

deployment, including spectrum resource expansion, reduced interference levels, support 

for high-bandwidth modes, and regulatory compliance. 

2.2.1 Spectrum Resource Expansion 

With DFS enabled, the number of available channels increases significantly. It enables the 

use of DFS channels in UNII-2A and UNII-2C, complying with regulatory rules such as CAC. 

2.2.2 Reduced Interference Levels 

The DFS channel typically carries fewer Wi-Fi devices because: 

 Clients often prioritize non-DFS channels to speed up scanning. 

 Some older devices do not support DFS channels. 

 The CAC mechanism objectively raises the barrier to entry for using DFS channels. 

Therefore, in densely deployed scenarios not located in radar-active areas (such as 

apartments and office buildings), DFS channels typically exhibit relatively lower levels of co-

channel Wi-Fi interference, which helps improve network performance. 

2.2.3 Support for High-Bandwidth Modes 

In the 5 GHz band (excluding the 6 GHz extension), only four channels from UNII-1 and five 



from UNII-3 are non-DFS channels, while the remaining four channels from UNII-2A and 

twelve channels from UNII-2C are DFS channels. To achieve a continuous 160 MHz or 

80+80 MHz bandwidth, it is typically necessary to aggregate one or more DFS channels. 

Thus, robust DFS support is a key technological prerequisite for devices to fully utilize the 5 

GHz spectrum potential and achieve gigabit-level wireless throughput. 

2.2.4 Regulatory Compliance 

For 5 GHz equipment using the extended UNII-2A and UNII-2C bands, meeting the 

mandatory access requirements of regulatory agencies in various countries is an 

important technical foundation for products to enter the global market. 

2.3 Market Demands 

2.3.1 Regulatory Compliance 

For regulators of major markets such as ETSI in Europe and FCC in the United States, DFS 

functionality is a mandatory requirement for 5 GHz equipment using the extended UNII-2A 

and UNII-2C bands. Therefore, the lack of DFS support will severely limit the channel 

resources available to the equipment and prevent it from obtaining regulatory approval for 

sale, undermining its competitiveness in the mainstream market. 

2.3.2 High-Bandwidth Applications 

High-bandwidth applications such as 4K/8K video streaming, VR/AR, and cloud gaming 

place extremely high demands on network throughput. To meet these demands, devices 

need to support high-bandwidth channels such as 80 MHz/160 MHz. As mentioned earlier, 

this heavily relies on the effective utilization of DFS channels. Therefore, stable and efficient 

DFS functionality has become a core market requirement supporting high-bandwidth 

wireless application experiences. 

2.3.3 Dense Deployment Scenarios 

In high-density deployment scenarios (such as apartment buildings and shopping 

malls), conventional 2.4 GHz and 5 GHz channels are often severely congested. In 

actual deployments, due to factors such as client scanning preferences and device 

support, co-channel Wi-Fi interference on DFS channels is usually relatively low, 

making it a key resource for improving network capacity and user experience. 

Therefore, support for DFS has become an important requirement for optimizing 

network performance in dense scenarios. 

2.4 Technological Development History 

The development of the DFS technology can be divided into three stages: 



2.4.1 Standard Establishment Stage (2003) 

In September 2003, IEEE officially approved the 802.11h-2003 standard, providing a 

standardized framework for spectrum management in the 5 GHz band. This standard 

introduced two core mechanisms: DFS and TPC, enabling WLAN devices to coexist with 

radar systems. This laid the foundation for the legal commercial use of Wi-Fi in the 5 GHz 

band. 

2.4.2 Algorithm Optimization Stage (2010s) 

With the widespread adoption of 5 GHz devices driven by the 802.11n/ac standard, the 

challenges of DFS in practical deployments have become apparent: in complex 

electromagnetic environments, distinguishing real radar signals from various types of Wi-Fi 

interference and non-radar noise has become more difficult, and false alarms severely 

impact network availability. During this stage, chip and equipment manufacturers focused 

on deeply optimizing radar detection algorithms to significantly reduce false alarm rates 

while ensuring the detection probability required by regulations, and to improve adaptability 

to radar signal characteristics in different areas. These efforts have transformed DFS from a 

compliance function into a core capability that can reliably serve large-scale networks. 

2.4.3 Enhancement Implementation Stage (2020s) 

To address the service interruption issues caused by the CAC quiet period in 

traditional DFS mechanisms, the technological focus has shifted to seamless user 

experience and intelligent network management. Technologies such as "Zero-Wait 

DFS" have become the mainstream development direction, achieving uninterrupted 

channel detection and handover through dedicated radio frequency chains or 

intelligent scheduling algorithms. Simultaneously, DFS is beginning to be deeply 

integrated with more advanced network management systems such as AI decision-

making and cloud-based collaborative spectrum analysis, marking the evolution of 

DFS technology from passive response to predictive and intelligent spectrum 

management. 

3 Key Technology Principles 

3.1 Protocol Analysis 

3.1.1 Standard Framework 

The IEEE 802.11h-2003 standard fully defines the protocol specifications for the DFS 

mechanism in Section 11.6 “DFS procedures.” According to the standard's table of 

contents, the relevant DFS clauses include: 



No. Clause Main Content 

11.6.1 
Association based on 

supported channels 

Based on the association mechanism of supported channels, 

the client must report its supported DFS channel list to the 

access point during association for capability negotiation. 

11.6.2 
Quieting channels for 

testing 

The channel silence test defines the use of the "Quiet" 

element to stop transmission for a specific period of time to 

create an interference-free measurement window. 

11.6.3 
Testing channels for 

radar 

Channel Availability Check (CAC) mandates that a 60-second 

(or 10-minute) silent listening session must be conducted 

before enabling the DFS channel. 

11.6.4 

Discontinuing 

operations after 

detecting radar 

Non-Occupancy Period (NOP) requires the equipment to 

immediately cease transmissions upon confirmation of the 

radar signal and maintain a 30-minute unoccupied period. 

11.6.5 Detecting radar 

In-Service Monitoring (ISM) requires the equipment to 

continuously perform background monitoring during normal 

service to detect newly emerging radar signals. 

11.6.6 

Requesting and 

reporting of 

measurements 

Measurement Requests and Reports standardize the format 

of management frames for requesting spectrum 

measurements and reporting results such as channel status 

and interference. 

11.6.7 

Selecting and 

advertising a new 

channel 

Channel Switch Announcement (CSA) defines the channel 

switching procedure. The access point needs to broadcast 

the channel switching announcement frame to coordinate the 

synchronous migration of clients. 

 

3.1.2 Frame Format Definition 

The DFS mechanism relies on several management frame elements defined in the IEEE 

802.11 protocol for silent negotiation before radar detection, channel switching 

announcement after detection, and client coordination. This section focuses on three core 

frame types: Channel Switching Announcement (CSA), Extended Channel Switching 

Announcement (ECSA), and Quiet. 

3.1.2.1 CSA Frame 



When an AP detects radar and decides to leave the current channel, it must notify all 

associated clients via a CSA frame. This frame is typically encapsulated in a Beacon, Probe 

Response, or Action frame. It is the core protocol field in the DFS mechanism for the AP to 

notify associated clients of channel switching. 

The frame format is as follows: 

 

Alt text: CSA frame format, including Element ID, Length, Channel Switch Mode, New 

Channel Number, and Channel Switch Count. 

 Element ID: 0x37 

 Length: 3 

 Channel Switch Mode: Indicates the switching behavior (0 indicates immediate 

switching. 1 indicates silent switching). 

 New Channel Number: Specifies the target channel. 

 Channel Switch Count: Indicates the number of Beacon frames required before 

switching (0 indicates immediate switching).  

3.1.2.2 ECSA Frame 

The Extended CSA frame is used to support channel handover announcements in wide-

channel (80/160 MHz) scenarios.  

The frame format is as follows:

 

Alt text: ECSA frame format, including Element ID, Length, Channel Switch Mode, New 

Operating Class, New Channel Number, and Channel Switch Count. 

Compared to the basic CSA frame, the ECSA frame’s Element ID is 0xD0, Length is 4, and it 

adds a New Operating Class field to indicate the second center frequency segment in 

80+80 MHz or 160 MHz modes. 

3.1.2.3 Quiet Frame 

During a CAC, the AP must silently monitor radar signals to avoid interference from its own 

or client transmissions. The AP notifies clients to stop transmitting within a specified time 



period via a Quiet frame. 

The frame format is as follows: 

 

Alt text: Quiet Element frame format, including Element ID, Length, Quiet Count, Quiet 

Period, Quiet Duration, and Quiet Offset. 

3.1.3 Layer Management Interface and State Machine 

Chapter 10 "Layer Management" of the standard defines the service primitives of the MAC 

sublayer management entity (MLME), which constitute the software interface driving the 

DFS state machine: 

Request Primitives: 

MLME-MEASURE.request: Request a measurement of the specified channel.  

MLME-CHANNELSWITCH.request: Request to initiate the channel switching procedure.  

Instruction Primitives: 

MLME-MEASURE.confirm: Confirm the measurement is complete and return the results.  

MLME-DFS.indicate: Report radar detection events to the upper layer.  

MLME-CHANNELSWITCH.confirm: Confirm that the channel handover is complete.  

These primitives drive a standard-defined deterministic state machine that controls the 

device to transition between the Initial, CAC Listening, In-Service Monitoring (ISM), Channel 

Shutdown, and Non-Occupancy (NOP) states. All transitions are triggered by timers, 

measurement results, or radar events. 

3.2 Principle Analysis 

3.2.1 State Machine Model 

According to the 802.11h standard, the interaction between a Master device and DFS 

channels follows a strictly defined state transition process. Figure 1 depicts the DFS state 

machine model drawn based on the standard procedure. 



 

Alt text: Wi-Fi DFS channel management state transition diagram, illustrating the complete 

flow of IDLE → CAC → OPERATIONAL → SWITCHING → NOL → IDLE, with annotations for 

state transition conditions such as radar detection and timers. 

3.2.2 Channel Availability Check (CAC) Principle 

The Channel Availability Check (CAC) is a mandatory silent listening process that the device 

must perform before enabling any DFS channel. Per the standard, the device must 

completely cease transmissions on its selected channel for at least 60 seconds (600 

seconds is required for weather radar channels by the European Telecommunications 

Standards Institute (ETSI)). During this period, the PHY layer captures RF signals in high-

sensitivity receive mode, and the MAC Layer Management Entity (MLME) analyzes the signal 

characteristics to identify if they match the unique pulse width, repetition period, and 

modulation patterns of radar types defined by regulatory bodies. Only if no signals with 

defined signatures are detected throughout the entire listening period is the channel 

deemed available. Then the device will be allowed to initiate beacon frames and start normal 

data transmission services. This constitutes the core technical mechanism ensuring priority 

spectrum use for radar systems. 



3.2.3 In-Service Monitoring (ISM) and Channel Switching Principle 

After an AP enters the normal operational state, ISM requires continuous background 

spectrum monitoring during gaps in normal data transmission/reception. Its workflow is as 

follows: 

1. Radar Detection: The PHY layer detects signal characteristics matching a radar pattern. 

2. MLME Confirmation: The MLME confirms the detection as a valid radar event. 

3. Evacuation Trigger: The channel evacuation process is triggered. According to primary 

regulations like the FCC, all transmissions on the channel must cease within 10 seconds. 

4. CSA Broadcast: Before evacuation, the AP continuously transmits management frames 

containing Channel Switch Announcement (CSA) elements, notifying associated STAs to 

synchronously migrate. The CSA element contains three key pieces of information: 

· New Channel Number: The target channel to be switched to. 

· Switch Time: Inform clients when to switch (in TBTT). 

· Mode: Whether the switch is mandatory (e.g., 0 = allows continued transmission before 

switching, 1 = stops transmission before switching). 

Clients supporting CSA can achieve millisecond-level synchronous switching; whereas, 

clients not supporting CSA must undergo a complete re-association process. 

3.2.4 Non-Occupancy Period (NOP) and Channel Recovery Mechanism Principle 

The NOP is a mandatory channel isolation mechanism in DFS designed to protect radar 

services: 

· Trigger: Immediately triggered when the device confirms a valid radar detection event.  

· Duration: 30 minutes, during which the device must not initiate any transmissions on that 

channel. 

· Memory Effect: Once a channel is marked for NOP, automatic channel selection 

algorithms will skip it. The device maintains marks for each channel, recording channels 

where radar was detected within the last 30 minutes. 

· Purpose: To ensure the absolute priority and operational safety of radar systems as 

primary users. 

Channel Recovery Mechanism: According to IEEE standards, channel switching should 

only be temporary. After the NOP expires, if no radar signals are further detected and a 60-

second CAC confirms the channel is clear, the device is permitted—though not forced—to 

switch back to its originally configured channel. This mechanism ensures the network can 



revert to the user's preferred pre-configured channel, avoiding prolonged operation on a 

suboptimal temporary channel. 

3.2.5 Bandwidth Enhancement Mechanism 

The Bandwidth Enhancement Mechanism aims to safely aggregate multiple DFS channels 

into 80/160 MHz channels for higher throughput. Its core principle is to maximize spectrum 

resource utilization while strictly protecting radar systems. 

· Wideband Sensing and Dynamic Adjustment. The device must complete a CAC for all 

spectrum covered by the wide channels. If radar is detected only on some sub-bands (e.g., 

one 80 MHz segment), the system can precisely locate it and dynamically downshift (e.g., 

from 160 MHz to a clean 80 MHz segment) rather than completely abandoning the entire 

channel, so as to balance avoidance and utilization. 

· Pre-Scanning and NOP Recovery Strategy. With Zero-Wait DFS, the device can pre-scan 

candidate channels in advance, building a "clean channel map" to achieve seamless 

bandwidth expansion. If bandwidth contraction occurs due to an NOP triggered by a sub-

band radar event, after the 30-minute NOP expires, a new CAC must be performed on that 

sub-band. Only after confirming safety can the sub-band be re-aggregated to resume the 

original bandwidth.  

· Coordination and Synchronization. All bandwidth switches must be synchronized with 

clients via an extended CSA mechanism, ensuring seamless adaptation of end-user devices 

to the new bandwidth mode. 

In summary, through precise sub-band management, pre-scanning strategies, and NOP-

based delayed recovery, this mechanism enables intelligent and secure use of high 

bandwidth in complex shared spectrum environments. 

3.3 Framework Analysis 

The overall DFS framework below illustrates the data flow and hierarchical relationships 

among the RF Front-End, Radar Detection Engine, Channel Management Module, and 

Network Management Layer. 



  

Alt text: This diagram illustrates the hierarchical relationships and data flows among the 

functional modules of a radar system (RF Front-End, Radar Detection Engine, Channel 

Management Module, and Network Management Layer), clearly presenting a complete 

chain of signal acquisition, radar detection, channel scheduling, and network management.  

3.3.1 Protocol Stack Layers 

The DFS mechanism involves the following layers within the 802.11 protocol stack: 

Layer 
Functional 

Module 
DFS-Related Responsibilities 

PHY 

Layer 

OFDM PHY 

Layer 

Real-time detection of radar pulses and extraction of raw signal 

characteristics; Spectrum energy monitoring; Execution of a CAC 

and fast frequency hopping. 

MAC 

Layer 
MLME 

Management of the DFS state machine; Handling signaling such 

as Measurement Requests/Reports and CSAs; Coordinating 

station behavior within the BSS; Confirming radar events and 

triggering channel shutdown. 

Upper 

Layers 
Driver/Firmware 

Implementation of channel selection algorithms; Maintenance of 

historical event logs and NOP status (non-volatile storage); 

Execution of regulatory rule database; Provision of configuration 

and event reporting interfaces. 

 

3.3.2 Network Coordination Framework 

Within a Wi-Fi network, DFS achieves coordinated management through standardized 

signaling interactions between the Master (AP) and Slaves (STAs), forming a dynamic 



closed-loop system: 

· Capability Negotiation and Initialization: During association, an STA reports its 

supported DFS channel list (Standard Clause 11.6.1), completing the spectrum 

management capability handshake. 

· Distributed Spectrum Sensing: The AP can instruct STAs to perform channel 

measurements and report results (Standard Clause 11.6.6), obtaining a more 

comprehensive interference view. 

· Centralized Decision-Making and Synchronized Execution: When the AP determines a 

channel switch is necessary, it broadcasts CSA frames (Standard Clause 11.6.7) to direct all 

associated STAs to migrate synchronously, ensuring coordinated action within the BSS. 

· State Synchronization and Management Recovery: Channel NOP information can be 

synchronized across the network. After a channel's NOP expires, it must be revalidated via a 

CAC before the AP can reintroduce it into the available channel pool. This mechanism 

ensures the network's ongoing compliance with radar protection status. 

3.4 Application Scenario Analysis 

3.4.1 Indoor High-Density Scenarios 

In indoor high-density environments such as office buildings and shopping malls, 2.4 GHz 

and conventional 5 GHz channels often experience severe congestion. DFS channels can 

play a significant role in such scenarios: 

· Capacity Expansion: DFS channels provide additional clean channels, serving as a critical 

resource for meticulous channel planning and less co-channel interference. 

· Service Prioritization: Latency-sensitive critical services can be scheduled onto DFS 

channels, thereby improving service quality. 

3.4.2 Outdoor Coverage Scenarios 

The application characteristics of DFS in outdoor wireless networks (e.g., Mesh backhaul 

and campus coverage) are mainly determined by physical environments and regulatory 

frameworks. The key logical and technical considerations are as follows: 

· Regulatory Mandate: In ETSI regions, enabling DFS is a mandatory access requirement for 

outdoor devices operating in the extended band (5150-5725 MHz). 

· Environmental Advantage: Outdoor Wi-Fi deployments typically have lower density, 

meaning DFS channels generally experience lower average levels of co-channel 

interference compared to indoors, offering potential advantages for carrying demanding 

backhaul services. 



· Core Reliability Challenge: Outdoor-deployed APs, with antennas installed higher and 

unobstructed by walls, receive radar signals from long distances at significantly higher 

power levels than indoors. Higher received power directly leads to an increased rate of radar 

event triggers, which is the primary deterministic risk affecting the operational continuity of 

outdoor networks. 

· Essential Network-Level Coordination: In multi-AP networks like mesh, global 

synchronization of channel switching must be achieved through a controller or distributed 

protocols to prevent network fragmentation caused by independent node actions. 

3.4.3 High-Bandwidth Transmission Scenarios 

For high-bandwidth applications like video feedback, wireless screen mirroring, and VR/AR, 

80 MHz/160 MHz bandwidth is key to enhancing user experience. Since 160 MHz channels 

inevitably involve DFS spectrum: 

· Client devices must support DFS channel scanning and CSA switching. 

· Network equipment requires efficient DFS channel acquisition. 

· The application layer needs tolerance or recovery capabilities for short-term interruptions. 

3.4.4 Impact of Client Roaming and Association Behavior 

The behavioral logic and capabilities of client devices directly determine the actual user 

experience in DFS networks, and are critical variables that must be considered in network 

planning: 

· Many clients prioritize scanning non-DFS channels during active roaming scanning 

because scanning DFS channels requires waiting for beacon frames, which can take over 

100 ms. This behavior may cause clients to miss higher-quality networks deployed on DFS 

channels that have less interference, thus failing to fully utilize the spectrum benefits 

offered by DFS. 

· Clients supporting CSA can achieve millisecond-level, synchronous switching without 

service loss under AP direction. In contrast, clients without CSA support will undergo a 

complete process of disconnection, re-scanning, and re-association during a channel 

switch, resulting in noticeable service disruption. 

3.5 DFS Implementation in TP-Link EAP Products 

TP-Link implements DFS across its EAP product line in strict compliance with mandatory 

requirements from major global regulators such as the FCC and ETSI. By integrating 

standards-compliant radar-detection hardware and certified detection algorithms, EAP 

devices can reliably identify radar signals in the expanded 5 GHz U-NII-2A/U-NII-2C bands 

and complete channel avoidance and switching within the required time window, meeting 



baseline regulatory requirements for target markets. 

3.5.1 Full-Sector DFS 

Full-Sector DFS provides channel announcement across the mesh network. When an AP 

detects radar on the current channel, it notifies the other APs. All APs in the mesh network 

then switch to an alternate channel. This feature is enabled by default in the controller. To 

modify the setting, go to Network Config > Wireless Features > Full-Sector DFS. 

3.5.2 Zero-Wait DFS 

Some EAP models, such as EAP673 and EAP787, support Zero-Wait DFS. 

At startup: The AP runs Auto Channel Selection (ACS) as usual. If ACS selects a DFS 

channel, the AP performs a Channel Availability Check (CAC). After the CAC completes, the 

AP operates on that channel.  

Channel switch: If the AP needs to switch to a channel that has not completed a Pre-CAC, it 

switches to that channel and runs a CAC. After the AP has been up long enough to complete 

a Pre-CAC on all channels in rotation, the AP can switch to any channel without running a 

CAC and enter service immediately. 

Radar detection: When the AP moves to a DFS-selected channel, it will run a CAC if that 

channel has not completed a Pre-CAC. If a CAC has already been completed on that 

channel, the AP uses the channel immediately. 

In summary, ACS and channel switching behavior remain unchanged. During normal 

operation, a dedicated DFS Rx antenna performs a Pre-CAC on all other channels in 

sequence. After the Pre-CAC completes across all channels, the AP can switch to any 

channel and begin service immediately. 

3.5.3 Non-Occupancy Period (NOP) and Channel Recovery 

As switching channels after the non-occupancy period can disconnect clients, an EAP 

restores the original channel only when no clients are connected and the AP is not 

operating in a mesh network. When the NOP ends, if clients are connected to the EAP or the 

EAP is operating in a mesh network, the AP will not switch back to the original channel. 

When the EAP is not operating in a mesh network but has connected clients, the AP will 

continue to monitor client connectivity and switch back to the original channel only after the 

clients disconnect. This feature is enabled by default on EAPs and has no on-page toggle. 

3.5.4 Bandwidth Upgrade Mechanism 

If radar triggers an NOP on a sub-band and forces a bandwidth downgrade, the AP must run 

a CAC on that sub-band again after the 30-minute NOP expires. After the CAC confirms the 

channel is clear, the AP can re-aggregate the affected channels and upgrade the channel 



bandwidth back to the original level. To avoid disrupting client associations, the EAP 

upgrades the bandwidth only when no clients are connected. This feature is enabled by 

default and has no on-page toggle. 

3.5.5 User Experience Enhancements 

Visual monitoring: Omada controllers provide DFS event logs and channel switch records 

for troubleshooting. For details, go to Logs > Events. 

Progressive response: When radar is detected, the AP prioritizes a channel change while 

keeping the same bandwidth. Only when no channel is available at the current bandwidth 

does it consider reducing bandwidth (channel switch → bandwidth adjustment).  

4 Deployment Scenarios and Solutions 

4.1 Indoor Wireless Deployment Scenarios 

In high-density indoor scenarios (such as office buildings and shopping malls), non-DFS 

spectrum in the traditional 2.4 GHz and 5 GHz bands is limited. As the number of APs 

increases, adjacent-channel and co-channel interference becomes more severe, which 

reduces throughput and increases latency—ultimately degrading user experience. 

In the 2.4 GHz band, only channels 1, 6, and 11 are non-overlapping. As a result, co-channel 

interference is common and can significantly impact WLAN performance. In the 5 GHz band, 

common non-DFS channels typically fall in UNII-1 (channels 36–48) and UNII-3 (channels 

149–165). When AP density rises, these channels quickly become saturated.  

When DFS channels are enabled, the expanded channel range (52–144) significantly 

increases available spectrum. This allows more flexibility to plan and reuse channels, which 

improves overall network capacity and the wireless user experience. 

In addition, for services that require high reliability, real-time communications, or strong 

stability, such as VoIP and video conferencing, DFS usage should be planned carefully. If an 

AP detects radar and switches channels, users may experience brief service interruptions 

or fluctuations. 

In terms of bandwidth, set 40 MHz on APs that carry core business traffic. With 80 MHz, your 

channel plan is more likely to include DFS channels (you can avoid DFS only when operating 

within 36–48 or 149–161). With contiguous 160 MHz, your channel plan will always include 

DFS channels. In high-density environments, wider channels also increase exposure to 

potential interference. Therefore, for high-density indoor WLAN planning, here are the 

recommendations: 

 Place APs that carry critical traffic (such as real-time meetings and VoIP) on non-DFS 



channels. Set the channel width to 40 MHz to maximize client access and keep the 

traffic stable.  

 Place edge APs on DFS channels to avoid co-channel interference with core APs. Set 

the channel width to 80 MHz or 160 MHz to meet throughput requirements for high-

bandwidth applications such as HD video, VR/AR, and cloud gaming.   

 Prefer APs that support Zero-Wait DFS to significantly reduce and smooth out service 

fluctuations during channel changes, although you still might not be able to fully 

eliminate the impact on some clients that don’t support specific functions.  

 In industrial environments (such as factories or IoT deployments), some devices use 

simplified protocol stacks. They might not support DFS channels or might roam poorly. 

In these cases, consider placing APs on non-DFS channels. 

4.2 Outdoor Wireless Deployment Scenarios 

Common outdoor scenarios include long-distance deployment of wireless bridge APs and 

outdoor WLAN coverage provided by Outdoor APs. Outdoor RF conditions are typically 

more complex, which makes WLAN planning more challenging. Outdoor areas are often 

open without wall attenuation. With antennas mounted higher and line-of-sight coverage 

extending farther, an AP is more likely to receive weather radar or military radar signals from 

tens of kilometers away. As a result, DFS channel selection should be considered more 

thoroughly in outdoor environments. Recommended deployment guidelines and solutions 

include: 

 Check local regulatory requirements. Ensure DFS channels are permitted for outdoor 

AP operation. If not permitted, restrict channels strictly to the allowed regulatory range. 

In some ETSI regions, outdoor APs are required to operate on specific UNII DFS 

channels. Confirm whether 6 GHz is allowed outdoors and whether AFC is required.  

 Use DFS selectively by scenario:   

For critical backhaul links, such as point-to-point (PtP) wireless bridges, point-to-

multipoint (PtMP) backhaul, and real-time services with zero tolerance for brief 

interruptions, use non-DFS bands. This helps avoid link or service interruptions caused by 

radar detection and DFS channel avoidance.  

In environments near airports, ports, and weather radar sites, radar signals are 

common and DFS events occur more frequently. In these areas, do not place APs that carry 

critical traffic on DFS channels since radar avoidance can cause frequent outages. In 

contrast, in remote mountains or rural farms where radar activity is minimal, consider 

deploying APs on DFS channels.   

 Adopt a conservative strategy on bandwidth selection. On DFS channels, for critical 

traffic, start with 40 MHz even if the device supports 80 MHz. Narrower channels 



consume less spectrum, slightly reduce the likelihood of radar hits, and reduce the 

blast radius of a channel change. Unless long-term monitoring confirms a clean 

spectrum, do not use 80 MHz DFS for critical outdoor links.   

 Reduce transmit power when link performance allows to minimize interference to other 

APs.   

 For non-critical traffic that can tolerate brief interruptions and requires high 

throughput, deploy APs on DFS channels and use 80 MHz or 160 MHz channel widths. 

5 Typical Models 

5.1 Celling Mount 

EAP787 

 

Alt text: EAP787 product images 

Omada EAP787 is a Wi-Fi 7 (802.11be) tri-band ceiling-mounted enterprise-grade wireless 

access point from TP-Link Omada. It supports the 2.4 GHz, 5 GHz, and 6 GHz bands, with a 

maximum wireless speed of 15,000 Mbps, making it suitable for high-density, high-

concurrency office and commercial scenarios. Equipped with a 10GbE wired interface, it 

fully leverages the bandwidth advantages of Wi-Fi 7 and supports next-generation 

technologies such as Ultra-Wide 320 MHz Channels and Multi-Link Operation (MLO). It 

supports independent RF scanning, provides real-time spectrum monitoring and dynamic 

interference avoidance, significantly reducing latency and improving throughput. It can also 

be centrally managed by an Omada SDN controller, supporting seamless roaming, 

intelligent RF optimization, and enterprise-level security policies, making it a high-end 

wireless solution for future network upgrades. 

 Supports Zero-Wait DFS 

 Supports Full-Sector DFS 



5.2 Outdoor 

EAP772-Outdoor 

 

Alt text: EAP772-Outdoor product images 

EAP772-Outdoor is a Wi-Fi 7 (802.11be) tri-band omnidirectional indoor/outdoor wireless 

access point from TP-Link Omada. It supports 2.4 GHz, 5 GHz, and 6 GHz (unlocked for 

outdoor use via AFC), with a maximum wireless speed of approximately 11,000 Mbps. It 

features an IP68-rated dust and water-resistant industrial design, a built-in omnidirectional 

antenna (2.4 GHz dual polarization) that provides stable coverage of approximately 300 m2 

outdoors, and is equipped with one 2.5GbE PoE+ interface to unleash high bandwidth 

performance. It also supports Omada SDN centralized management, mesh, and seamless 

roaming, making it suitable for high-density, demanding outdoor Wi-Fi deployments in 

environments such as parks, hotels, and commercial areas. 

 Supports Full-Sector DFS 

 Supports UNII-2C Channel Limits 



5.3 Wireless Bridge 

 

Alt text: EAP215-Bridge product images 

EAP215-Bridge is a 5 GHz point-to-point/point-to-multipoint wireless bridging kit from TP-

Link Omada, designed for network extension in campuses, warehouses, factories, and 

buildings. It features directional antennas and a pre-paired design for quick out-of-the-box 

deployment, achieving stable transmission over 5 kilometers in unobstructed environments 

with a maximum wireless speed of 867 Mbps. The device is IP65 dust and water resistant, 

suitable for long-term outdoor operation, and can be connected to an Omada SDN 

controller for centralized management and monitoring. It is a cost-effective solution for 

cross-building or cross-regional networking, replacing fiber optic cables. 

 Supports Full-Sector DFS 

 Supports UNII-2C Channel Limits 

6 Future Outlook 

Traditional DFS has primarily been used to meet spectrum-compliance requirements by 

passively vacating a channel when radar signals are detected. In enterprise networks, 

however, user experience and service continuity are becoming increasingly important. With 

large-scale deployments of Wi-Fi 6 and Wi-Fi 7, efficient utilization of wireless spectrum 

resources is becoming a key factor in improving WLAN performance and user experience. 

DFS will gradually evolve from being “compliance-driven” to “experience-driven”: while 

meeting local regulatory requirements, it will minimize the impact of channel changes on 

services and enable stable network operation. 

For voice, video conferencing, and other real-time service scenarios, DFS will continue to 



evolve toward “seamless switching.” Rapid advancements in Zero-Wait DFS enable devices 

to perform DFS channel-availability checks and quality assessments in the background, 

allowing fast channel transitions during radar events. This makes the switching process 

effectively transparent to users and helps ensure that critical services remain uninterrupted.  

Moreover, with the growing adoption of IEEE 802.11ax and IEEE 802.11be, the use of wider 

bandwidth will further increase the importance of DFS channels, and seamless switching 

capability will become a key metric for high-end wireless networks. In complex 

environments such as airports, manufacturing campuses, and outdoor point-to-point 

bridges, DFS faces higher requirements for stability and reliability. In the future, with more 

refined radar identification capabilities and environmental awareness mechanisms, DFS will 

be able to operate reliably in high-interference or high radar-density environments, 

improving overall network availability. 

In summary, DFS will continue to evolve in enterprise WLANs—from a basic compliance 

feature into a key technology for ensuring user experience and service continuity—helping 

enterprises deliver a more stable and efficient wireless experience in complex spectrum 

environments. 

7 Appendix 

7.1 Glossary 

Glossary Full Name Definition 

DFS 

Dynamic 

Frequency 

Selection 

A mechanism whereby a device detects 

signals from radar and other primary users 

before using and while operating on 

channels in certain bands such as 5 GHz. 

Upon radar detection, it must cease 

occupancy and switch to another channel 

within mandated time limits to enable 

spectrum sharing and regulatory 

compliance. 

WLAN 
Wireless Local 

Area Network 

A type of local area network that provides 

connectivity over radio waves within a 

limited area. The typical technology is IEEE 

802.11 (Wi-Fi). 



CAC 

Channel 

Availability 

Check 

A silent listening/detection phase that an AP 

must perform before first enabling a DFS 

channel to confirm that no radar signals are 

present on that channel. The required 

duration varies by regulation and channel 

type (commonly 60 seconds, longer for 

certain weather-radar channels). 

ISM 
In-Service 

Monitoring 

Continuous monitoring by a device while 

operating on a DFS channel to detect the 

appearance of radar signals. Once detected, 

the DFS vacate/switch procedure must be 

triggered. 

NOP 

Non-

Occupancy 

Period 

After a device detects radar on a DFS 

channel and vacates it, the time window 

during which that channel is placed on a 

“blocklist” and must not be reused 

(commonly 30 minutes, depending on 

regulations). 

CSA 

Channel 

Switch 

Announcement 

The AP notifies associated clients—via 

beacons and/or action frames—of the target 

channel and countdown for an upcoming 

channel change, enabling synchronized 

switching and reducing disconnections and 

service interruption. 

MAC 
Media Access 

Control 

The MAC sublayer/mechanisms in the IEEE 

802 architecture responsible for channel 

access control (e.g., CSMA/CA), frame 

formats, and MAC addressing. A MAC 

address is the link-layer address used at this 

layer (NIC hardware address/identifier). 

PHY Physical Layer 

Responsible for the actual transmission and 

reception of wireless signals, including band, 

channel, bandwidth, modulation and coding 

scheme (MCS), transmit power, preamble, 

and other RF/baseband parameters.  



TPC 
Transmit 

Power Control 

Dynamic or manual adjustment of transmit 

power based on regulations and link quality 

to reduce interference to other systems and 

optimize coverage. In some regions, it is a 

compliance requirement for shared 5 GHz 

bands alongside DFS. 
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